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j 3 OBIIHE ITOJOKEHHWSI 110 YIIPABJEHUIO UH®OPMAITMOHHOM
BE3OIIACHOCTBIO

1.1.  Tepmunsl, onpegeneHus U COKPAICHHUS

Tepmun Onpenesienue
AKTHB [IpousBonbHBI OOBEKT, NPEOMET WM CYIIHOCTh, KOTOphIE HMEIOT
MOTEHIMAIBHYIO WK (PaKTHUECKYIO HeHHOCTS st ObniecTsa
WudopmarnmoHHbi PasHoBuaHOCTE  akTHBa, ~IpefcTaBisEomias  coGoit  MHbOpMAIHIO
pecypc Ha MaT€pHATHHOM HOCHTEIIE
AaMuHHCTpATOP PaGotnux OOmecrBa, HameNeHHBIM TNpaBaMH  aJAMHHHCTPUPOBAHHS

UH(OPMAIMOHHEIX aKTHBOB, B 00S3aHHOCTH KOTOPOTO BXOIST MOIEPIKKA
HEOOXOJMMBIX  3allATHBIX Mep U  OOecledeHdHe  HCIOJIb30BAHMS
HH(OPMALMOHHOTO pecypca B COOTBETCTBHHU C TPeOOBAHHIMHE BIIafENbIER
9THUX PECYPCOB

busnec-mporece (BIT)

Cucrema  mociienoBaTeNbHOM,  lEJCHANPABICHHOM  JEATENHLHOCTH,
HE0OXOIUMOH T ocymiecTBIeHus Ousnec-norpebuocreit ObmecTra

Bnanenen PaGotauk OOmecTBa, HameneHHBIH IMOTHOMOYMSIMHM M OTBEYAIOMIMH

HHGOPMAITOHHOTO 3a YTBEPXKJIEHHE IIpaB JIOCTYNa K aKTHBY B COOTBETCTBHMH C IPHHLUAIIOM

pecypca (aKTHBa) IIPOU3BOJICTBEHHON HEOOXOIMMOCTH

Bpenonocuoe [10 KommneioTeprast mporpamma nub0 WHas KOMIIbIOTEpHAs MH(GOpMAaLHs,
3aBEJIOMO IIPE/IHA3HAYCHHBIE U HECAaHKIMOHMPOBAHHOTO YHUYTOXKEHHS,
OnmoKupoBaHUs, MOAUDUKAIIMH, KOTIHPOBAHUS KOMIILIOTEPHOU HH(OpMALMK
HJIM HEWTpaJIM3ally CPEJICTB 3alMThHI KOMITBIOTEPHOH HHBOpMAIHU

Jlemunurapu3zoBannas CerMeHT BBIYMCIHMTENLHON CETH, SBHO BBIACICHHBIM IS pasMeENIEeHUS

30Ha (JIM3) CEPBHCOB, OTBEUAIOIIUX Ha 3alPOCHl U3 ceTu MHTEepHeT, U OrpaHHYeHHBINA
B JIOCTYIl€ K OCHOBHBIM CEIMEHTaM CETH C TIOMOIIBI0 MEKCETEBOTO SKpaHa

JlocTynHOCTb CroiicTBo mH(OpMalMU, KOTOPOE XapaKTepH3yeTcs obecliedeHueM

UH(pOpMaIHH OecIpenaTCTBEHHOTO M CBOEBPEMEHHOI'0 JIOCTyNa K Hel CcyOBekros,
HMMEIONIHX Ha 9TO IOTHOMOYHSL.

Wudopmanuonnas CocrosHue 3amMIIEHHOCTH HHTepecoB (meneit) OOmecTBa OT yrpos

6e3omacHocts (MB)

B MH(OPMAMOHHOH cdepe, a TakKe COXpaHEeHHE KOHGHICHIMAIbHOCTH,
IEJIOCTHOCTH ¥ JOCTYIHOCTH MH(pOpMAITHH

Wudopmanmontsie
TexHonoruu (UT)

06paboTkH,
CIOCOOBI

Ilpoueccr, mMeromsl  moucka, cbopa,  XpaHEHHS,
NpPEeNOCTAaBICHHs,  PAacIpPOCTpaHEHUs  MHPOpPMALMH U
OCYIIECTBJIEHUSI TAKUX MPOIECCOB ¥ METOJOB

UHUHIEHT
HHPOPMAITHOHHOH
0e3011acHOCTH

OnHO MM HECKONbKO HEXeNaTeNbHbIX COoObITHI uHbOPMAlMOHHOK
Oe3omacHOCTH, C KOTOPBIMH CBs3aHa BEPOATHOCTh HaHECEHHs ymepda
JOCTYINHOCTH, LENOCTHOCTH WM KOH(PHICHIMATPHOCTH HWHPOpPMALWH,
XpaHuMo#i u oOpabaThiBaeMON B JIOKAJILHOH BBIYHUCIHTENBHON CETH
Ob1ecTna

UT-urdpacrpykrypa

CoBOKYMHOCTh HH(OOPMALMOHHBIX TEXHOIOIMH M TEXHHYECKHUX CPEJICTB,
obecrneunBarOIMX XpaHeHue, 00paboTKy U nepenaqy uHpopManuu

Kommepueckas Taiina

Pexum  KoHQUACHUMaNbHOCTA  uHMOpMaNUH,  TMO3BOJSIONIAA  €e
o0naatento MpH CYIMIECTBYIOIMX WA BO3MOXHBIX OOCTOSTENHCTBAX
YBEJIMYUTE JOXO[bl, M30€KaThb HEOIPaBJIaHHBIX pacxXxoA0B, COXPaHUTH
MOJIOJKEHHE Ha PBIHKE TOBApoB, paboT, yCIyr WIM MOJIYYUTh HHYIO
KOMMEPYECKYIO BBITOAY

Kontpareur

IOpunuueckoe  wimm  Qusumdeckoe  nauio,  ucnoisdyiomee  UT-
uabpactpyktypy AO «KBIITBIMCKHE MeEIEINIEKTPOIUTHBIA 3aBOM» IIPH
UCIIOJIHEHUH PaXITAHCKO-IIPAaBOBOI'O JOroBopa (MOJPSAIYHK, IMOCTABIIHK,
napTHep, KOHCYNIBTAHT, CTaKep, IPaKTHKAHT U T. 1.)

L5 ]




Kondunenuuansuocts

CaoiicTBO HMH(pOPMAIMH, KOTOPOE XapaKTepH3yeTCsS COXPAHEHHEM ee

HH(bOpMAIHH B TaHE OT CYOBEKTOB, HE HMEIOIIMX IIPAB HA HOCTYII K HeH

Jloxanbras Yacte WT-undpactpykrypsr OOumiectBa, Hcmonb3yeMmas IId Hepefad
BLIYHCIUTENLHAS CETh HHpOpMaLHK

(JIBOC)

MesxcereBoii sKpan,
Firewall

IlporpaMmuBIf ~ WIM  TIporpaMMHO-ammmapatHelii  omement  JIBC,
OCYIIECTBILIOMNM KOHTPONh ¥ (HIBTPALUIO MPOXOIANIEr0 Yepe3 Hero
ceTeBoro TpaduKa B COOTBETCTBHH C 33/ [aHHBIMH TPaBUIIAMU

Hapyumrens CyOpexT, peau3yronmuii yrpo3s! HHGOPMaMOHHON 6830I1aCHOCTH
HCO HecaHKIMOHUPOBAHHBIN HOCTYII

HOIIT HexpanuduuupoBasHas 21eKTPOHHAS ITOITHCH

ObmectBo AO «KpnuTeIMcKuit MeIedEKTPOIUTHEIA 3aBOI»

OnepanmonHas cucrema

(0C)

Kommiexc B3aMMOCBS3aHHBIX porpamm, LpeaHa3HaYeHHBIX
JUISL YTIPABJICHUS peCypcaMy KOMITBIOTEPA M OpPraHU3alMy B3auMOIEHCTBHA
C MOJIb30BaTEIEM

[Tapons CpencTBo HpOBEpKM JHYHOCTH IIOIB30BATENS UL JIOCTYIIA K pecypcam
JIBC, obecneunBaronee HACHTAPUKALKIO U ayTEHTH(PUKALIMIO HA OCHOBE
CBEJICHHH, H3BECTHBIX TONBKO HOIB30BATENIO

[Tporpamvuoe IIporpamMma Wi MHOJKECTBO IIPOrPaMM, HCIIOJNB3YEMBIX IS YIIPABICHHUS

obecneuenue (I10) O9BM

[Monuruka [Tonuruka uH(pOPMALIMOHHON fe3omacHoCTH, YTBEPXKICHHAS
PykoBogurenem AO «KbIITBIMCKHIA MENEIIEKTPOIMTHBIN 3aBOI»

[Tonk3oBarens Jluno, rpynma JIMIl WIM OpTaHU3aLFs, UCIOIB3YIoIHe HHHOPMAIMOHHEIC
akTuBBI OOLIECTBA B LIEJISIX PEIIeHM 3a1a4, OTHECEHHBIX K UX KOMIICTCHITUH

[1911 IIpocTast 31eKTpOHHAs! TOIMTHCH

Pernamenr Pernament HCIIONTb30BAHUS HH(POPMAaIIMOHHBIX pecypcoB
AO «KpIITHIMCKHEH MEIE3NICKTPOIMTHBIA 3aB0;1» (aHHBINA JIOKYMEHT)

Puck undopmarmonnoit | Cobeitue MH()OPMaLHOHHOK OezomacHocTH, HAMeroIIee niBe

6e3omacHOCTH XapaKTEPUCTUKHU: BEPOATHOCTH HACTYIUICHUS COOBITHS B yIIepO BCIICACTBHE
HACTYIUIEHUS 3TOTO COOBITHS

C3H1 CpencrBa 3amuTE HHPOPMALUH

CK3U Cpencrsa xpunrorpadhuyeckoi 3amuTsl uEGOpMaIUK

Yrpoza ®aKTOp MM COBOKYMHOCTD (haKTOPOB, CO3IAIONIMX OMACHOCTh HAPYIIEHHUS

UH(pOpPMALOHHOM [EJIOCTHOCTH, IOCTYIHOCTH M (MJIK) KOHQUIEHIUATEHOCTH HHGOpMALUU

OezomacHocTH

YUb Yiopasnende MHOOPMALEOHHOM 0E301MaCHOCTH  KOMIAHWH-TIAPTHEPA,
oxaspiBaromer OO0IecTBy Ha OCHOBAHMM HOIOBOpa KOHCYJIBTALMOHHBIC
yCIIyrd B 065acT HHPOpPMAHOHHO# He30macHOCTH

YUT CooTBeTCTBYIOIIUE TOAPA3ICICHUST KOMITAHUU-TIAPTHEPA, OKA3bLIBAKOIIEH
Ob1ecTBy Ha OCHOBaHUH JIOIOBOpA YCIYTH B 00JACTH HHPOPMAIIMOHHBIX
TEXHOJIOTHH

YA3BUMOCTh Cnaboe MecTo B MHQOPMAIIMOHHOH CHCTEME, KOTOPOE MOYKET MPHUBECTH
K HApYIIEHUIO IEJIOCTHOCTH, AOCTYIHOCTH HJIH KOH(DHIACHIMAILHOCTH
nHdopmarm

IlenocTHOCTH CaolicTBO uH(pOpMaIMH, KOTOpPOE XapakTepusyercs OOECIICUEHHEM ee

uHpOpMaIu JIOCTOBEPHOCTHU ¥ IOJHOTBI

Security information and

event management
(SIEM)

Kiace nporpaMMHBIX NIPOyKTOB, IpeAHA3HAUCHHBIX IUId cOopa U aHaimM3a
uHbOpMaIHH 0 cOOBITHAX Ge30macHOCTH




RAID

M30bITOUHEI MacCHB HE3aBHCHMBIX (CaMOCTOSATENBHBIX) JIHUCKOB —
TEXHOJIOTHS BHPTyalM3alUl JAaHHBIX JUIS OOBEIWHEHHS HECKOIBLKUX
(u3MIECKHX MCKOBBIX YCTPOMCTB B JIOTHYECKUH MOJIY/b JUIs TTOBBIIICHHS
OTKa30yCTOHYMBOCTH U/WIIH IIPOM3BOAHTEIEHOCTH

RAT

YTHIHUTEI yJAIEHHOTO YIIpaBiIeHust (a IMUHUCTPUPOBAHUS)

VLAN (BuptryansHas Texnomorus, no3BoISIONIAsk IPOU3BECTH IPYIITHPOBKY HECKOIBKHAX CUCTEM
JTOKaJIbHAs B BBIJICIEHHYIO CeTh 0e3 (hpru3ndecKoro OTHENCHUS 3THX CHCTEM OT OOIIEH
KOMIIBIOTEPHAs CETh) CeTH

VPN (Bupryanbhas TeppuropuansHO pacipesieneHHas KOPNOpAaTHBHAS JIOTMYECKash CeTh,
YacTHasi CETh) co3jtaBacMas Ha 0a3e yKe CYHIECTBYIONMX CeTed  (JOKAIbHBIX

KOPITOPATUBHBIX CETEBBIX CTPYKTYp, CETCH CBS3M OOILEro MOJb30BaHMS,
ceru MurepHer, ceTell CBS3H ONEPATOPOB CBSI3H), MMEIOMAs CXOJIHBINA
C OCHOBHOM CEThIO HabOp yCIYr M OTJIHMYAFOUIAsCS BBICOKHM YPOBHEM
3alUTHI JAaHHBIX

1.2,

1.2.1.
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Hasnaugenue u 00s1acTh neiicreus PersiaMenTa
[lens PermamenTta

Llensio PermamenTta sBisiercs HUCIONHeHHEe 1onoxkeHu# Ilonutuku  MEGOPMAMOHHON
O€30IacCHOCTH B 4aCTH pPErylMpoBaHMs Hcronbs3oBanus WT-unbpactpykTypsr O6mectsa
KOHTPareHTaMu.

PermamenT paspaGotan ¢ yderoM TpeGOBaHWI 3aKOHONATENHCTBA, MEKIYHAPOIHBIX
U HAlIMOHANBHBIX CTAHJApTOB, a TaKXe Jy4lIMX IpakTUK B o6macté HHPOPMAIHOHHOMN
0e30macHOCTH.

Tpebosanus nannoro Permamenra MOryT ObITh YCHIJICHBI HIIM OCNAOJICHBI B KAXK/IOM KOHKPETHOM
ClIydae Ha OCHOBE pe3yiIbTaToB oleHKH puckoB Ub pabotaukamu YUB.

Obmnacte aelictBus PernmamenTa

Hacrosmuit Pernament npumensercs Ha ypoBHe OOmiectBa W IIpd  B3aWMOJICHCTBHH
C KOHTpareHTaMu, ucnonssyromumu UT-unppactpyxrypy Obmectra.

TpeGoranus Pernamenra sBstoTCS 00A3aTENBHBIME JUIS HCIIOJNHEHHSA KOHTPArEHTaMH B TIEPHOT
ucnonb3opanus UT-undpactpykrypsr O6miectBa. COOTBETCTBYIOIIME ITOMOMKEHUS JOIDKHEI OBITH
BKJIFOUEHBI B 00513aTENbCTBA KOHTPAreHTa 1o JoroBopy (IpUIOKeHHe).

TpeboBanus nannoro Permamenta MpIMEHSIOTCS KO BCEM TEXHOJIOIHAM, KOMIIBIOTEPHOM TEXHUKE,
CeTsIM, IIPUIIOKEHHSM, aBTOMATHU3HMPOBAHHBIM M ONEpaloHHBIM cucremam OOmiecTBa, K
nporeccaM aJIMUHUCTPHPOBAHUS, COIPOBOXICHUS U UCIIOIB30BAaHUA HHYOPMAIMOHHBIX CHCTEM
Ob6miecrtra.

Ucnonezopanue uHGOpMANMOHHEIX axkrtuBoB OOIiecTBa, BHE 3aBUCUMOCTH OT  IEJH,
ABTOMATHYECKH HAKJIA/IbIBAET OTBETCTBEHHOCTD 110 COOMIOACHUIO TpeOOBaHUH, IPEIyCMOTPEHHBIX
JaHHBIM PeriiaMmenToM.

CooTBeTcTBHE 3AK0HOJATENbCTBY

JeaTensHOCTE KOHTpareHTra 1o o0ecHeYeHMIO HH(DOPMALHOHHOW Ge30MacHOCTH JI0JDKHA
COOTBETCTBOBATE TPEOOBAHUAM JEHCTBYIOIIErO 3aKOHOJATEIBCTBRA.

KoHTpareHT JO/KEH MMETh COOTBETCTBYIOLINE JIMLICH3UH HA BHIBI JIEITENHHOCTH M0 00paboTKe
H 3alMTe MHPOpPMAIMU, OIpeJelieHHbIe ICHCTBYIOMUM 3aKOHOAATENhCTBOM KaK IOJJICKAIHE
JIMIEH3UPOBAHHUIO.

Hcnionp3oBanue KOHTPareHTOM 00BEKTOB aBTOPCKOT'O IIPaBa M HHTEIUIEKTYalbHOU COOCTBEHHOCTH
NOITYCKAETCsl TOJIBKO TPH HAIMYMM HCKITIOYUTENBHBIX "[IPAaB WM Ha OCHOBAHMM W B paMKax
JTMIEH3UOHHBIX COTTIAIEHUH C UX IPaBO0OIaIaTeAMH.



1.3.4. O6pabGoTka mepCOHANBLHBIX NAHHBIX JOJDKHA OCYIIECTBIATHCH KOHTPATGHTOM B COOTBETCTBHH

1.3.5.

2.

2.1.

2.2

2.3

¢ TpeOOBaHUAMH JISHCTBYIOIIET0 3aKOHOAATEIECTBA | 3aKIIOYEHHOTO JI0T0BOPA.
Muopmanuonnsle CHCTEMBI KOHTpPAreHTa JOJDKHBI PEryJSIPHO IPOBEPATHCA HA IpeIMET
cootBeTcTBHS TpebopanusiM ObmecTsa B 061acT HHGOPMALMOHHON OE30IT1acCHOCTH.

POJIM 1 OTBETCTBEHHOCTD 3A OBECHIEYEHUE HH®OPMAIIMOHHOM
BE3OIIACHOCTH

IlpencraBuTe/ T KOHTPATEHTOB

KonTparenTs!l B paMkax UCHoNHeHHs TpeboBanuii PernaMenTa HECYT OTBETCTBEHHOCTD 3a:
O3HaKOMJIEHHE ITO{YMHEHHBIX pPaOOTHUKOB, UCIIOJIHUTENEH ¢ TpeGoBaHusMu PernamenTa;
BBINIOTHEHUE TpeboBanuii Pernamenra;

KOHTPOJIE BBEIIOJIHEHHS ITOYMHEHHBIMU pabOTHUKAMU, HCITONHHTESIME TpeboBanuii Pernmamenta;
comericTBue npeacTapuTensiM OOmiecTBa B CiIy)KeOHBIX paccleoBaHusIX MO (akraM HapylleHHs
Tpebopanwuii Ub;

CBOCBPEMCHHOE  IIPEJOCTaBIE€HHE  TpeOyeMBIX  JIOKYMEHTOB W  HMHOW  HHbOpMaLuu
YIIOJTHOMOYEHHBIM IpencTaButesiM O0mecTsa.

Ynpasnenne nudopmManHoHHoii Ge30macHOCTH

Paboruuku YWD B pamkax ucnonnenus tpebopanuii PermaMenTa HeCyT OTBETCTBEHHOCTD 34:
COIIacoBaHUE NOCTYIA IPEACTaBUTENAM KOHTpareHToB K M T-undpactpykrype Obmiectra;
pa3paboTKy Mep, HOPMAaTHBHBIX JOKYMEHTOB ¥ TEXHHYCCKMX pENICHHH, HalpaBiIeHHBIX
Ha MUHUMH3aLEI0 puckoB Ub;

uIeHTAQUKaNKIO ¥ anauu3 yrpo3 Wb, ucrounukoB yrpos Wb, ys3sumoctedt WHGOPMATIHOHHBIX
peCypCoB, PUCKOB peaiu3aiuu yrpos Wb;

MOHHUTOPHHT KyPHAaIOB HHPOPMaIMOHHOH Oe30IacHOCTH (3KYpHAIOB CETEBBIX COOBITHM, EHCTBUI
HONB30BATENICH W aJMUHUCTPATOPOB HMHGMOPMALMOHHBIX CHCTEM, JXYPHAJIOB AHTHBUPYCHBIX
npunoxenuit), SIEM-cucrem u T. 11.;

BBIABJIEHHE, OPraHU3alUIO PACCIIEIOBAHMS U THKBUIAIIMIO HHITHIEHTOB KB;

KOHTPO/Ib MCIIOJTHEHHS IIPEJCTaBUTEsIMA KOHTpAareHTOB TpeboBanuii PermameHTa W HHBIX
HOPMAaTHBHBIX JIOKyMeHTOB O0mecTBa B odiactu Mb;

COTJIaCOBAHUE MCKIIIOUEHM I 13 obnactu neictBus [lomutuku undopMamoHHOK 6€30IacHOCTH;
OCYIIECTBIEHUE KOMMYHUKAIUU ¢ KOHTpareHTamu 1o Bonpocam UMb ot umenn Obimecrsa.

Ynpagienne nHGOPMANHOHHBIX TEXHOJIOTHIA

Paborauky YUT B pamkax ucmonHeHns TpeboBauuil PerimaMenTa HECYT OTBETCTBEHHOCTD 3a:
[IpEe0CTaBlIeHHEe KOHTpareHTaM noctyna k MT-undpactpykrype ObmiecTBa mocie MONXyYCHHS
corytacoBanus YUB;

koH(urypanuio UT-aktuos O6miecTa B cOOTBETCTBUHM ¢ TpeboBanusmu Wb,

peanusaiyio Tpebosanud mHPOpManumoHHON OezomacHocTu B MT-mpoexTax MO pPa3BUTHIO
WH(OPMANKMOHHONR HHBPACTPYKTYPHI, @ TAKKe 110 pa3paboTKe W BHEAPEHHIO MH(OPMALHOHHBIX
CHCTEM;

peanu3anuo KOPPEKTUPYIOMUX MEPOTIPUATUH 110 pe3ynbTaTraM ayauTta Ub;

IpesocTaBIeHHe TpeOyeMbIX NOKYMEHTOB W HMHGOpMAlMM I NPOBEACHUS HICHTADUKAIUH
U olleHKH puckoB Ub;

COZIECTBHE B pacciaeJOBaHUH HHITHJ/ICHTOB HHPOPMALIMOHHOM 6e301acHOCTH.




24.

2.5.
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HOﬂpRSﬂEJIBHHE-KypaTOP OﬁmecTBa, OTBETCTBEHHOE 32 3aKJ/JIIDYEHHE I0roBopa

PyKoBosMTENE TOIpa3IeIEHUSI-KYPATOPa K OTBETCTBEHHEIE HCIIOIHHUTENHM 110 JIOTOBOPY B PAMKAX
ucronHenus TpeboBanui Pernamenra HECYT OTBETCTBEHHOCTE 34:

BKJIFOUCHHE IOJOXKEHUH o cobmogeHun Tpeboanwit PermameHTa M OTBETCTBEHHOCTH 3a WX
HapylleHue (B COOTBETCTBHHM C IIPUJIOIKECHHEM) BO BCE JIOTOBOPHI, JIOMONHUTEILHbIE COTIALICHHS
U MHBIC ~ JOKYMEHTBI,  yCTAaHABIHMBAIONIAE KOMMEPYECKHE OTHOIIEHHS  CTOPOH, ECIH
B3aMMOJICHCTBUE CTOPOH IpeAnoaraeT nomydeHue nocryma k UT-uadpacrpykrype Obmectsa
B KakoM-u00 Buae (upuOBITHE MpefCcTaBUTENs KOHTpareHTa Ha o0BekT O6mecTsa
JULA TIPOBEZIEHUS paboT, MOIydeHHe YAaJIeHHOTO JOCTYIA U T. 11.).

OtBercrBeHHOCTH 32 HencnoJiHenue PersiamenTa

Hapymienue kxoHTpareHTOM TpeGoBanui PeriameHTa MOKeT OBITh BBIP@KEHO Kak B (opme
JIeHCTBHS, TaK u Oe3meicTBus.

Hapymense WIM  HEBBIIONHEHHE KOHTpareHToM TpeboBanuit  Periamenra  sBisgeTcs
HEHAJUIC)KAIMM MCIIOJIHEHHUEM JIOTOBOPHBIX 0053aTENBCTB | BJIEYET 3a OO0 MOCIeICTBUS B BUIE
IPUMEHEHHA K KOHTPAreHTy CaHKIUi, 8 HMCHHO:

npefocTepekeHuss (TpedoBaHus IPEKpaTUTh HapyLICHHE IOJIOKeHuH PeriamMeHTta B CpOK,
ykaszaHHbIH O0mecTBOM);

mrpapa B pasmepe 200 000 (mBecTH ThICSY) pyOnel 3a Kakmblii (akT HapylmieHHs MM
HEBBIIIOTHEHUS TpeboBanuit PeriamenTa;

PacTOP/KEHUS JOroBOpa.

B cnygae HeBemomHenus tpeboBanuii mpenocTepexeHus (HE YCTPAHEHHUS BBIABIECHHOIO
HapyIICHUSA) B YKa3aHHBIM CPOK, B CIIydae BBIABJICHHS MOBTOPHOTO HapyILEHHs TpeOGoBaHMM
Pernmamenta, a Taxke B citydae, Korja ymepO, BHI3BAaHHBIN JaHHBIM COOBITHEM, IPEBLICHI OJUH
MHJTHOH pyOGnei, OOIiecTBO BIpaBe B OJHOCTODOHHEM BHECY/IEOHOM IIOPSIKE OTKA3aThes
OT UCIIOJTHEHMSL JIOTOBOpA, 3aKIIOYEHHOIO € KOHTPAareHTOM, H TMOTpedoBaTh KOMIIEHCAIUH
BBI3BAHHBIX IIpeKpamieHueM Jaorosopa yObeITKoB. JloroBop OymeT cuuTaThCs NIpeKpallleHHBIM
¢ MOMeHTa HalpapiieHus OOIIecTBOM B aipec KOHTpareHTa yBeoMiieH st 00 0TKase 0T A0TOBOPa;
3anpeTa JalbHEHIIUX KOMMEPYECKUX OTHOMEHHH ¢ OBniecTBOM (BHECEHHE B «UEPHBIH CITHCOK»).

By mpumensieMpIX CaHKIMH B KaXX0M ClIydae onpeernsercs Ha OCHOBaHUY perieHus ObmecTsa
U B COOTBETCTBHHM C IIOJIO)KEHUSIMH JIOTOBOPOB, JOIOTHHUTENBHEIX COIJIAIICHHA ¥ HHBIX
JNOKYMEHTOB, PEriIaMeHTUPYIOIIMX OTHOIIEH!S KOHTparenTa u O0IecTsa.

B ciydae BbuiBneHms (hakTa HapyIIeHHsS WIH HEBbIIONHEHHs TpeboBanuit Periamenrta
corpyauukamu YUDB cocraBisieTcs akT, B KOTOPOM (PUKCHPYIOTCS:

JlaTa ¥ BpeMsi HapyIIeHUs;

OIMCaHKUE BBIIBIEHHOTO COOBITHS;

HOMepa IyHKTOB PernmaMeHnTa, KOTOpble OBUIH HAPYIICHBI MK HE BBITIOIHEHEI,

JIMLIO, JOITyCTUBIIEE HApYIICHUE HJIM HEBbINOIHEHHE PernamenTa;

CPOK YCTpPaHEHHUs BBISIBIICHHOI'O HapyILIECHUST,

nocaeacTsus (yiep0), BbI3BaHHBIE JTAHHBIM COOBITHEM;

CaHKIMsI, KOTOpas IOUISKHUT IPUMEHEHHIO K KOHTPAreHTy.

OK3eMIUISIphl aKTa HAIPABISIFOTCS KOHTPAreHTy W PYKOBOJHUTEIIO IOJpa3fie/ieHUs-Kyparopa,
OOmiecTBOM NpPHHUMAETCS pEIIeHHe O XapakTepe (BHIE) CaHKIHI B OTHOIIEHHH KOHTPAreHTa,
IOITyCTHBIIIEr0 HAapyIICHHE UITH HEBBIIIOHEHHE PeriiaMenTa.

KonTtpareHT 00s3aH B CpOK, yKa3aHHBIH B aKTe, YCTPAaHUTH BBISBICHHBIC HAPYIIEHWUS ¥ HAIIPABUTE
B anpec ObmecTBa oTBeT 00 ycrpaHeHWH HapyuieHus. HapylieHue KOHTpareHToM TpeGoBaHuit
aKTa B 9aCTH CpOKa YCTPAaHEHMs HapPYyNICHUS SBISETCS OCHOBAaHMEM Ul NPHMEHEHHs APYTHX
CaHKIMH B COOTBETCTBUH ¢ PeriaMenToM.

B ciyuae npumeHeHus mTpadHBIX CAHKIUI CpoK oruiatsl coctasnser 10 pabouux jHei ¢ MOMeHTa
IIOJTy4YEHHUs] KOHTPareHTOM aKTa O BBIABIEHHOM HapylieHuH. B ciyyae otcyTcTBHs omiaTe! mrpada
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OfmectBo ocrapisier 3a cobOH TPaBO B OJHOCTOPOHHEM IOPSKE YIEpKaTh cymMMmy mTpada
TIPU BEITOJHEHUHU OIUIATHI IO JOTOBOPY.

OCHOBHBIE TPEBOBAHUS UH®OPMAIIMOHHOM BE3OIIACHOCTH
TpeboBanusi K ynmpaBJIeHHIO Y9eTHBIMH 3aIHCSIMH M0JIb30BaTeIeH

Kaxzeiii monmp3oBatens JMOKEH MMETh OJWH YHUKAIBHBIA HMAeHTH(HUKATOp (JTOTHMH), KOTODHI
UCTIONIB3YETCST UM JUIS JIOCTyna K MHPOPMALMOHHBIM aKTHBaM. YYeTHas 3allicCh I10JI530BaTells,
cosfaBaeMasi JUiss pabOThl KOHTPAreHTOB, JO/DKHA MMETh OIPaHMYCHHBIA CPOK JIeCTBHS,
coryacyemsid YUb.

[IpeocraBienne jocTyna KOHTPareHTOB K MH(OpPMalMOHHEIM akTHRaM OO6INEcTBa MOIDKHO
BBIIOJHATECA HA OCHOBAHHMHM 3alpoca PyKOBOIMTEIIS OPraHU3alUK MOCHE COTJIACOBAHMS 3arpoca
pykosojcteom YUB. B nanHoM 3ampoce KOHTpareHT o6s3aH TepefaTh CIEAYIOMME CBEICHHS
0 paOOTHHKAX, JUISI KOTOPBIX 3aIpAIldBaETCs AOCTYIL:

®.N.0,;

JOIDKHOCTB;

aJIpec BIEKTPOHHOM ITOYTHI;

KOHTaKTHBIA HOMED TenedoHna;

OIMCAaHHE JIOJDKHOCTHBIX 00A3aHHOCTEH / 000CHOBaHHE HEOOXOAUMOCTH J0CTYIIA.

HeoOxomuMBIM yCIIOBHEM UL COTJIACOBAHHS JIOCTyNa K wH(popManuoHueM aktuam O6miecTsa
SABILICTCS IpeBapUTENbHOC MOANMCaHue KoHTpareHToM CornamieHus o HepasrialleHnn
KoHpuaeHmaneHoi uapopmarpn (NDA) no ¢popme ObmiecTsa, a Takke corjacue coOJIOAATh
TpeboBanus HaCTOAIEro PeryiaMenTa u HECTH OTBETCTBEHHOCTD B CIIydae HapyIICHHUs MOTOKEHHIH
Pernamenta.

Pabora nonp3osarene#t ¢ cucremamu JIBC mo/mKHA MPOM3BOMUTECA TOMBKO C MCHONB30BAHUEM
JOMCHHBIX YYETHBIX 3anuceit. MckmoueHneM sBISIOTCS CEPBUCHI, IJI€ MCIIONIE30BaHHE JIOMEHHBIX
YUYCTHBIX 3aMUCCH TEXHMYECKH HEBO3MOKHO. 3alpeniaeTcs UCIIOb30BaHNE JIOKATBHBIX YUETHBIX
3alicedl TONb30BaTeNel, 3a HCKIIOYEHHEM ClIydacB IIpOBeleHHs paboT M0 HacTpOiKe
WM YCTPaHEHHIO Henonanok B padote I10.

Kaxapiii mons3oBatelb 0043aH OCYLIECTBIATE JOCTYN K HH(OOPMALMOHHEIM akTHBam O6IiecTBa
TOJIBKO C HCIIOJI30BAaHMEM JIMUHON yueTHOH 3anucu. [lepemgaua mocTymna Kk cBoe yueTHOMN 3amucH
JIDYTHM JIMIIaM CTPOIO 3allpelieHa.

B ofmem ciydac HCIONB30BaHHE IpaB JIOKAIBHOTO AJMUHHCTPATOpa IIPEICTABUTENSME
KOHTpPareHToB 3arnpenieHo. [IpaBa 1okanbHOro aJIMHHHUCTpATOpa MOTYT OBITH BBIJAHBI YYETHOM
3aIlHCH IT0JIL30BATENS B ClIydae HATHYUS IIPOU3BOACTBEHHOM HEOOXOAMMOCTH | 110 COTTIaCOBAHHIO
c YUb.

Hcnonp30Banne «rocTeBBIX» YUETHBIX 3alUcei (YIeTHBIX 3amuceit 6e3 naposs) uis gocryna k UT-
UH(PaCTPYKType He OMyCKACTCS.

Jloctynm KO BceM pecypcaM M CEPBHCAM IIPE/IOCTABISIETCS B COOTBETCTBMH C IIPUHIHUIIOM
MUHUMAIBHON HEOOXOTUMOCTH.

3ampemaercss  CaMOCTOSTENBHOE IIOBBINIEHHE MPUBHJIEIWH, a TakKe HMHBIE METOJBI
HECaHKIMOHUPOBAHHOTO PACIIMPEHUS JOCTYIIOB YYETHOM 3allkCH.

. YueTHas 3aIich 0JIL30BaTENS MOJIC)KUT OTKITIOYEHHIO B CICAYIONMX ClIy4dyasax:

HallM4ue IpU3HaKoB HHIUAeHTa Vb, 3aTparuBarommx mojis30BaTes;

OTCYTCTBHE BXOIOB B cepBHCchl U T-undpactpykrypsl ObuiecTsa 3a nmocieanne 2 Mecsia;
YBEIOMJIEHHE KOHTpAreHTa O NMpeKpameHuH JOCTyIIa ero NpeAcTaBUTEIIO;

3aBepIICHHE paboT 10 IIPOEKTY, I KOTOPOTO BBIIABAICS JOCTYIL.
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TpeboBanns k mapoJibHO¥ 3amuTe

llepBoHayalbHbBIA 11apoNb K yYeTHOM 3amicu reHepupyercs pabornukamu YUT u mepemaercs
KoHTpareHty nmo CMC, B 3amMINEHHBIX MECCEH/DKepax, TOJOCOBON CBA3BIO JIMOO IIPU JTHYHOM
BCTpeYe. 3alpellaeTcs nepenada Iapojiei M0 3JIEKTPOHHOW IOYTE WM Yepe3 TPETHUX JIHIL.
ITonp3oBarens 0043aH CMEHHUTD [TOIYYEHHBIA 1apOJh IIPH IEPBOM BXOJIE B CUCTEMY.

ITaponb K y9eTHO 3aIiCH ITOTB30BATEIL JOJDKEH YIOBIETBOPSTE CIIEAYIONAM TPeOOBAHHUSM:
JUTMiHA He MeHee 12 CUMBOJIOB;

JIOJDKEH COMICPIKATE 3arjlaBHbIE U CTPOYHBIE OYKBEI, IH(QPEL, & TaKXKe CIeLUaIbHbIe CHMBOJIBL:
$%A&*()-_+=~[1{}\:;'"<>,.2]);

HE JIOJDKeH COBNaJarh CO CJIOBApHBIMM CIOBAMH, a Takke COAEpPXkarh JHYHBIE JAHHBIE
II0JIb30BATENIS, KOTOPBIE OBl IO3BOJISLIM BEIYUCITHTH 3HAYEHUE [TAPOIIs, HAlpUMEp:

®.1.0., Homepa TenehOHOB, TAMSTHBIC JaThl (JIHH POXKIECHHS U T. 11.);

LI0CTIEI0BATEIBHO PACIIOIOKEHHBIE Ha KiiaBuaType cUMBOIEI («12345678»,«QWERTY», u. 1. 11.);
obmenpunsTEE TepMUHEI U cokpammenus («(USER», « TEST», «tADMIN» u T. 11.).

IapoJib He JIOJDKEH COBIIAJIaTh C MOCIEeI0BATEIIbHOCTSIME CHMBOJIOB, UCIIOJIb30BAHHBIX B KAYECTBE
10 mpeapLaymux naponeit noab30BaTeNst K JOMEHHOM YU4eTHOHR 3amucH;

Mapoib K JOMEHHOW YYETHOM 3alMCH He JOJDKEH COBIANATh C MApOJISMH, HCIIOIL3YEMBIMH
NOJIb30BATEJIEM JUI JOCTyIlA K APYTHM CHCTeMaM (Harpumep, JoMamHui MuTepHer, GecrarHas
SNIEKTPOHHAS [104Ta, GOPYMBI U T. IL.).

CmeHna naposeit 10mKHA TPOU3BOANTRCS HE PeXke 0QHOIo pasza B 90 quei.

B caygae BBOga HempaBWiIBHOrO mapois 10 pas IOApsA y4eTHas 3amuch IOJB30BATENT
OJIOKHpYETCs 10 PaCCMOTPEHUS IPHYKH GII0KMpOBKH paboTHuKamu YUB.,

ITonp3oBarersiM 3amperniaercs Iepenada Iapojeil OT CBOMX YYETHBIX 3allMceil TPeThbHM JIHIaM
B KaKOM-J1H00 BHJIE.

3arnpelaeTcss XpaHUTh Apoii (cepTUGUKATHI, KIFOUHM JOCTYIA U T. J1.) Ha OYMaKHBIX HOCHTEIISIX
¥ Ha 3JICKTPOHHBIX HOCHUTEINAX B OTKPLITOM BUJE, T. €. 0€3 UCIONb30BaHus CPeACTB mudpoBaHus,
B YaCTHOCTH, 3alIPEIeHO XpaHEHHE I1apoliedl B TEKCTOBLIX (haitiax u JJOKyMEHTaX.

3arnperaercs nepeaaBars Hapoin (CepTU(hUKATEI, KIIFOYH TOCTYIIA ¥ T. J.) B OTKPBITOM BHJIE, T. €.
0e3 HCIONIB30BAHMUS CPEICTB MU(POBAHNS, B YACTHOCTH, CTPOTO 3allpellicHa Iepeaadya Haposei
B TEKCTE COOOIIECHUT SIEKTPOHHOM TTOYTEL.

B cnygae wmcnomezoBanust IO  wmim  o6opyioBaHHS, KOTOpPOE IIOCTABISETCS BMECTE
CO CTaHIAPTHBIMYU IAPOJIAMH, 3aJaHHBIMH ITPOU3BOJIUTENEM, YIIOJHOMOYCHHEIEC NPEICTaBHTEIH
KOHTpareHTa M3MEHSIOT TaKue IapoyiM Ha CllydalHO CreHEpHpPOBAHHBLIC H YIOBIETBOPSIOIIUE
TpeboBanusm VB, nocie 4ero coobmaroT mapolis yrnoiHoMouYeHHbM pabotaukam YUT,
Pexomenayercst XpaHUTb 1apoiid B crienuamuzupoBanaoM 110 (MeHemKepax naposieit), Hanpumep,
KeePass.

3anpemaercs MCIONB30BATHL I1APOJIM B AHKETHBIX ONMpOcax, HaMmeKaTh Ha QopMmar mapoliei,
Ha3hIBaTh UX B IPUCYTCTBUU IOCTOPOHHUX JIMI, OTBEYATh Ha JiOOBIE 3alpOChl B OTHOIIEHUH
naposei, a Tak)ke BBOJHUTH MapoIH OT CIIy)KeOHBIX y4EeTHBIX 3amuceif Ha KakuxX-1ub0 CTOPOHHUX
pecypcax.

ITonp30BatersiM 3ampemaeTcs YCTaHaBIUMBATh U UCIIONB30BATh OJMHAKOBBIE ITAPOJIH JUIs IOCTYIIA
K pa3JIMYHBIM HHQOpMAaLMOHHBIM akTHBaM OOIecTBa, 3a HCKIFOYEHUEM CIIYYIaeB HCIOJIB30BaAHS
€IMHON (JIOMEHHOM) YYETHOH 3aIiCH.

JIns cHUKEHMSI PUCKOB BO3HUKHOBEHUS HHIHACHTOB b mons3oBateny 06s3aHbl:

B Cllyyae IIOJIO3PEHMA Ha TO, YTO IApOb OT YYETHOH 3alMCH CTaJl W3BECTEH TPETHHM JIHIIAM,
HE3aMe UM TEILHON IIOMEHATE AapOJIk U COOOLIUTE O BO3MOKHOM (hakTe KOMIPOMETALUM YISTHOM
3anucy B YUB, a Takke cBOeMy HEIOCPEACTBEHHOMY PYKOBOAUTEITIO;

B Cilydae IIOJIy4EHHs OT KOro-mubo mpockObl COOOLIMTH Mapoyib OT YYETHOH 3alluCH
He3aMEUIUTEIBHO COO0mHMTh O ciryuuBiemcs B YUB;

HEe3aMeUIMTEIbHO MEHSTE 11apoJih K CBOEH yueTHOH 3anucu 1o tpedoBanuio YUB.
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TpeGosanus 10 HCMOIL30BAHKIO TEXHOJIOTHH YJATICHHOTO J0CTYNIA

YnaneHHBIA [OCTYNl TPEIOCTABIISETCA KOHTPATEHTaM HA OCHOBAHMH 3aIIpoca PYKOBOJATEINS
OpraHu3aliH IIOCIE COIVIacOBaHUS 3ampoca pykoBojacTBoM YMB. 3ampoc momken comepikaTh
o0ocHOBaHKE HEOOXOAMMOCTH YAAICHHOIO JOCTYIIA TS KaXKZIOTO TTOTb30BATENIS.

Bcee ynanennsle nopxmodenns k JIBC O6mecTBa MOMKHBI OCYIIECTBISTECS C HCIOMB30BAHUEM
texHonoruu VPN, pocrymubix mnporokomoB IPSec, L2TP over IPSec wmm SSL. Jlomxkaa
obecrieqnBaThes ABYX(akTopHas ayTeHTH(UKALMs [OJTb30BaTeNell NMPH YAATEHHOM JOCTYIIE
k JIBC ¢ ucnosip30BaHAEM 3alUIIEHHBIX IIPOTOKOJIOB aBTOPH3AIIUH.

YIaneHHBIH  JIOCTYI TPENOCTAaBISETCS IONB30BATENSIM B COOTBETCTBHM C  IPUHIHIIOM
MUHUMaIbHOH HEOOXOIUMOCTH.

Ilpu mpenocTaBneHMH yJAJE€HHOIrO JOCTYHA JUIS K&KAOTO MOIB30BATENA WJIM TPYIIIbI
1I0JIb30BaTeNIel JO/DKHA OBITh HACTPOEHA IIOJIMTHKA O€30MacHOCTH, OIPEIENSIOmas NepedcHb
akTiBoB OO111eCTBa, K KOTOPBIM MPEIOCTABISIOTCS AOCTYIL, M [IPaBa NOCTYIIA.

Bee yerpoiictBa, Mcnolnb3yembie I Y/IaeHHOTO JOCTYIA, JOJKHBI MMETh CPEICTBA 3allMThL,
BKJIIOYAIOIINE AaHTHBUPYCHBIC pEHIEHHs, MEXKCETEeBble OJKpaHbl, CHUCTEMBI OOHAPYKEHHS
BTOPYKCHUH, & TAKXKE CPEJCTBA KOHTPOIIS MPUIIOKEHHH U YCTPOMCTB.

3anpemaercs nepenasaTh yIpaBiIeHHE yHAICHHBIM COSAMHEHHEM TPETHUM JTHUI[aM.

YnanenHoe ynpasieHue paboduME CTaHIUAME ¥ cepBepamu, Haxomsmpmucs B JIBC Obmectsa,
OCYIIECTBISICTCS TP MOMOIIHM IIpoTokoia RDP 1 COOTBETCTBYIOMIMX YTHIIUT, BXOISIIIUX B COCTAB
omepanmoHHON cucteMbl Microsoft Windows. Jlng Unix-mogoGHBIX cHCTEM 00s3aTeinbHO
HCTIONB30BaHue 1IpoToKoNa SSH ¢ aBTOpu3auei o ceptudukary.

Crporo 3anpemtaercs HCIHOJB30BAHHE CTOPOHHHX YTHIAT YAAICHHOTO aiMHHMCTPHPOBAHHS
(RAT), rakux xax TeamViewer, RemoteUtilities, RMS, RAdmin, AmmyyAdmin u T. m.
Hckmoyennem SBIAIOTCS ClIydad, KOTJIa HCHONB30BaHME TAaKUX YTHJIMT COTJIACOBAHO
pykoBoactBoM YUB.

Ilpu ynanennom ympasneHuu cHcreMamy, Bxomsmume B JIBC  OGmecTsa, 3ampemieHo
KOIMpOBaHKe HH(OpMAIMK Ha JTUIHBIE YCTPOUCTRA.

Tpebosanus no pusnaeckoii Ge3onacHocTu nomMemenuii 06padorku nadopmManun

B ciydae HeoOXOAMMOCTH MOJTy9eHUs HOCTYIA B IOMEMIEH s 00paboTKy HH(OpMAauy (IIEHTPEI
00paboTKH JaHHBIX, KPOCCOBEIE | T. I1.) TIPEACTABHTENSIM KOHTPAreHTa PYKOBOIUTENb OpPraHu3aluy
IOJDKEH 3apanee (He MeHee 9eM 3a 3 pabouux [TH 10 IUIaHUPYeMOU IaThl Hayalia paboT) HapaBHTh
B OBI11ECTBO MUCHEMO, B KOTOPOM YKa3aTh:

[epeYeHb IIOMEIEHHH, B KOTOPBIE HEOOXOJUM JTOCTYII, a TAK)KE COCTaB IIPOBOIUMBIX paboT;

Iary U BpeMs Hadana paboT, a Takke UX IMPOJA0IDKUTEIBHOCTD;

CIIUCOK JMI[, KOTOpEIM Tpebyercs moctyn B nomemenus: D.J.0., macmopTHble [aHHBIE,
HOJDKHOCTH, aJpeca 3JeKTPOHHOH I10YTHI ¥ KOHTAKTHEIE HOMEPA TeJIe(h)OHOB;

CIHCOK TEXHHKHM, BHOCHMOM Ha Teppuroputo OOmiecTBa: Mapka, MOJENIb, CEpUAHBINA
U MHBEHTAPHBIH HOMED.

Hoctyn B momemenus o6pabotku ua(GopManuu A0KeH GBITH COIIacoBaH pykosojctsoM YUB
M OCYILIECTBIIATHCS B COIIPOBOKICHUH COTPYIHUKOB CITYKOBI OXpaHEL.

HUcnonpzoBanue ¢oro-, BHACO-, ayiAuHOo- H HHOH 3aIUCHIBAIOLICH TEXHUKH (Harmpumep, (GoTo-,
BHUJICOKAMED, BCTPOEHHBIX B MOOMIBHBIE Tenedonbl) Hmpu paboTe B HOMEMIEHUSX 00paboTKu
urpopmanuu 6e3 pasperienus YU sanpenieHo.

Tpebosanus no ucnousszopanuio UT-uadpacrpykrypsr Obmecrsa

Ilpu pabote ¢ cersto MHteprer u3 cereit OOmecTBa KOHTpareHTaMm 3alpellieHO CKaYHBaTh
¥ yCTaHaBJIMBaTh IIPOrpaMMHOe obecriedeHue Ha paboume cranuumud H cepsepbl OO6ImecTsa

6e3 cornacosanus ¢ YUB.
Ilpu pabore ¢ ceTpio VIHTEpHET ¢ ucnonab3oBaHueM akTHBOB ObImecTBa KOHTpAareHTaM 3ampelieHo
noceniath Bed-pecypenl, HE UMEIOIUE HEMOCPEACTBEHHOI'O OTHOIICHUS K padote. JlesTensHoCTh

10
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KOHTPareHToB IpH pabote B ceTH MHTepHET MOKET KOHTPOJIMPOBATHCS, MPOTOKOIHPOBATHCS
U IIEPHOIMYECKU  MIPOBEPATHCS  YIOIHOMOYEHHEIMH pabGoTHuxkamu YHUB. Wcmonp3oBanwe
“HpOPMANUOHHEIX pecypcoB OO6IecTBa KOHTPAreHTOM O3HAYaeT COTJIACHE C TEM, YTO 3a €ro
IEATEIBHOCTBIO OCYIECTBIISETCS KOHTPOJb.

IIpu paGote ¢ cetpio nTepHeT ¢ Hemonb3oBanmeM akTuBoB OBIIECTBa KOHTPAreHTaM 3apereHo
TePECHIIATh W/HITM Pa3MEIIaTh Ha BHEITHUX pecypeax (MyOIm4HBIX (aifioBbix cepBepax, hopymax
v T. 1.) KoupuaeHnuansuyo nadopmanuio O6mecTBa, B YaCTHOCTH, CBEICHUS, COCTABJIAIONIME
KOMMEPUYECKYIO TalHy, IIEPCOHANBHBIE JaHHble, XpaHUMbIe U 06pabaTeiBaemsle B JIBC, a Takke
KOHTaKTHbIE JaHHBIE pabOTHUKOB Ob1ecTBa.

Ilpu pabote ¢ cerbro MHTEpHET KOHTpareHTaM 3alpemeH0 HMCIIOTB30BAHHE COLMATBHBIX CETel,
CHCTEM MTHOBEHHOTO 0OOMeHa COO0MIEHUAMH (MECCEHIDKEPOB) U APYTHX CPEJICTB KOMMYHHMKALIUH,
[IPUMEHEHUE KOTOPBIX HE cornacoBaHo ¢ YUB.

Ilpu pabore ¢ UT-urdpacrpykrypoii OOmectBa KOHTpareHTaM 3ampeliCHO MHCIIOJIB30BAHHE
BBIYHCIIUTENIBHBIX pecypcoB ObOmiecTBa B HEISIX MONYYEHHs JIMYHOW MaTepHAbHON BBITOJBI,
HalpuMep, OCYIIECTBIIEHHE TOPTOBBIX Oleparuii, MAaHUHIa KPUITOBAIIOT 1 T. JI.

JlomyckaeTcst uCIoTb30BaHKE TONBKO MOJKIIOYEHNUS K CeTH MIHTepHET, KOTOPOe PeNOCTaBIISeTCS
corpyannkamMi  YUT. 3anpemaercs uCIONBb30BaHHE CTOPOHHMX —ITPOTPAMMHO-AINapaTHEIX
PCeIICHUH JUIA TOCTYNA K BHEIIHAM CeTsIM, Harnpumep, 3G-monemos, LTE-mMoaeMo0B H T. 11
Konrparenram sampemaercs camocrosTensHo (6e3 cornmacosanus ¢ YUT u YUB) BHOCHTSH
U3MEHCHHS B CETEBBIE HACTPOMKH CEepBEPOB H pabo¥mMX CTaHUUM, B YACTHOCTH, H3MEHSTD
Hactpoiky IP-asipecoB n MapmpyTu3anuu ceTeBoro Tpaduka.

Ilpu pabore ¢ MT-undpactpykrypoit OO6miecTBa KOHTparcHTaM 3alpelaeTcs pa3MellaTh
M IIEpe/iaBaTh yrpOXKAIONIyIO, KICBSTHHYECKYIO, HEMIPUCTORHYIO HH(POPMAIHIO, a TAKKE JIHO0YIO
MHYI0 HMHOOpManuio, HapyIIAIONIyl0 HOPMBI JEHCTBYIOMIETO 3aKOHOJATENbCTBA PoccHifckoif
Denepanuu. Taxoke 3ampemaercs Mocemarh BeG-pecypehl, COAEPIKAIIME YKa3aHHBIE THIII
uHbOpMaIuu.

Ilpn nepenave xoHGHICHIHATBHON HHPOPMALHE (KOMMEPYECKOH TaliHEI, IEPCOHATBLHBIX JAHHBIX
H T. JI.) 4epe3 cOo0OImen s 31eKTPOHHOM II0YTEl KOHTPAreHTaM He0OX0IMMO HCTIOIB30BaTh CPEICTBA
i poBaHUSL.

3anperaercs mepesiada IIOYTOBBIX BIOKCHUH, SBISIONMXCS HCIIOMHAEMBIME (haiiaMu, a TakiKe
apX#BOB, COAEPIKAIIMX HCTIONHAEeMbIe (aiibl. B yacTHOCTH, peds unér o daiinax ¢ paclupeHusIMuU
.exe, .dll, .sys, .scr, .pif, .js, .cmd, .bat, .ps] u T. 1.

3anpemaeTcss yCTaHOBKA YCTapeBINMX BEPCHMl IIPOIrpAMMHOIO OOCCIIEYEHHs, B OCOOCHHOCTH
Bepcuilt [0, CHATBIX C MONNEPKKH IPOU3BOAMTENIEM, B TOM YHCIIE ONEPALMOHHBIX CHCTEM.
Wckimoyenue coCTaBIAIOT CiIydad, KOIJa YCTaHOBKa omnpenenénHod sepcum I10 Be3BaHa
POU3BOACTBEHHON HEOOXOAUMOCTRIO U cornacosana YUB.

TpeGoBanus 1Mo HCMOIB30BAHHIO CHEMHBIX HOCHTEJIEH H NOPTATHBHBIX YCTPOHCTB

Vconb30BaHue KOHTPareHTaMH CBEMHBIX HOCHTENeW WH(pOpMAluu, TaKMX Kak (JIdIi-KapTsl,
CBEMHbIC U BHCIIHKE )XECTKHE JAUCKH, KapThl namath (SD, CF, MemoryStick u np.), CD/DVD-
R/W, MarHuTOONTHYECKHX IHCKOB, MOAKIIOYAEMBIX BHENIHMX YCTpoHCTB (HOYTOykoB, PDA,
cmaprdonoB) u ap. npu pabore ¢ UT-undpactpykrypoit O6mecTBa M0DKHO OBITH COIIACOBAHO
c YUB.

3anpemaercs KONMpOBaHHE KOH(HAEHIMAILHOM wWHGOpPManuu  (KOMMEpPUEeCKOH  TaifHBbI,
NEPCOHAIBHBIX TAaHHBIX U T. JI.) OOIECTBa HA ChEMHBIE HOCUTEIH, IPUHAJIEKAIIIE KOHTPATEHTY.
Bee Hocurenn nudopMauuu 1 NOPTaTHBHEIE YCTPOUCTBA, BHOCHMbIE KOHTPAreHTAMH Ha 00BEKThI
OO6mecTBa, JOWKHBI OBITH YYTEHBI B CICLUAIBHON KHUTE yUeTa, @ UX BHOC OPTAHH30BAH COTJIACHO
IpoIeaype, OMCaHHON B pazzerne 3.4.

Bce nocurenn uHdopMaIuy U UHEIE SJICKTPOHHBIE YCTPOMCTBA, HoakIodaemsle K JIBC, momKkHbI
OBITh IPOCKaHUPOBaHbI aHTUBUPYCcHEM 1O Ha peamer Hamuaus BpeoHocHoro I10.

Bce nopraTuBHBIE yCTpOHCTBA, BHOCHMBIE KOHTPAareHTaMu Ha 00bekTsl OBIecTBa, J0IKHBI UMETh
ycraHoBlieHHOE aHTUBUPYCHOE [1O ¢ akTyanbHBIMU BepCHSIME aHTHBHPYCHBIX 043 M IIPOrpaMMHBIX
MOJyJIeH.
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3.6.6.

€ g

3.7.1.

3.7.2.

F7.3.

3.7.4.

3.7.6.

ks

3.7.8.

3.8‘

3.8.1.

382

3.8.3.

Ha Bce mopraruBHBIE yCTPOHCTBA, BHOCUMbIE KOHTpareHTaMd Ha 065ekTsl O6mecTBa, JODKHEL
OBITH YCTaHOBJICHEI OOHOBIICHHS O€30IIaCHOCTH OIIEPALMOHHBIX CHCTEM ¥ TipukiIanHoro I10.

TpedoBanus Mo HEMONB30BAHKIO 00JIAYHBIX CEPBUCOB

i obmena wmubopmanueir Mexxy KoHTpareHTamu ¥ OOIIECTBOM MOTIYT MCHONB30BATHCS
obnaynble cepBuCH, Takue kak xpauuwmume NextCloud u mmargopma Microsoft Project.
IIpencraBuTensm KOHTpareHTa MOTYT OBITh CO3ZaHBI JIOKAIBHBIC YYETHBIE 3aIMCH B CEPBHCE
NextCloud u mpenocTaBiieH ZOCTYI K JUpeKTOpUsiM paboTHUKoB OBIIECTBA MO COTJIACOBAHMIO
C BilaJieibLeM qupexkropuu u YUB.

s opranusanMu MOCTYIIa KOHTpareHTa K OOJa4YHOMY CEpBHCY pabOTHHK I10)[pa3fie/eHus-
Kyparopa JOJDKeH chopMHpOBaTh 3asBKy B chcteMy Service Desk ¢ ykasaHueM cCiemyiomux
JTAHHBIX IPEACTABUTENS KOHTPAreHTa:

®.1.0;

JOJDKHOCTE;

aJipec 3NEeKTPOHHOMN OYTHI;

KOHTaKTHBEIN HOMED TeledoHa;

CITUCOK NAnoK (AMPEKTOPUI) UM IPOEKTOB, K KOTOPLIM HEOOXOIUM JIOCTYII;

TpeOyeMbIl YPOBEHB IIPaB AOCTYIA (TOJBKO YTEHHE / YTEHHUE U 3aIHCh);

OIMUCAHUE NOJDKHOCTHEIX 00sA3aHHOCTEH / 000CHOBaHUE HEOOXOTUMOCTH HOCTYTIA.

OOGs3aTeNbHBIM  yCJIOBHEM UL COIVIACOBAHMS JIOCTYNAa K OOJAYHOMY CEpPBHCY SABISETCA
IpEeIBapUTENLHOE TOATIUCAaHUE KOHTPATeHTOM COTJIAIIEHUS O HepasrJlalleHuy KOH(QUAEHUAIBHOM
urpopmanuu (NDA) o dpopme ObmecTsa, a TaxKe cornacue cobmonarh TpeGoBaHus HACTOAIIETO
Permamenta ¥ HECTH OTBETCTBEHHOCTb B CIydae HapylIieHUs (HEUCTIONHEHHMS) IOIOKEHHH
Pernamenra.

ITpu pabGoTe ¢ 06nauHBIMU CEpPBHCAMH 3alPENIaeTCs pa3MelleHe BPEIOHOCHOTO ¥ MOTEHIHATLHO
onacHoro [1O u HHBIX MaTepuaIoB, HapYIIAONINX AEHCTBYIONIEE 3aKOHOAATENLCTBO Poccuiickoit
denepaiuu.

IIpu pabore ¢ oONaYHBIMH CEpPBHCAMH 3alpEINAeTCs pPa3MEIleHHe IMEPCOHANBHBIX JaHHBIX
(u3EIeCKHX UL, a TaKKe MaTEPHAJIOB, COJCPKAIIMX KOMMEPUECKYIO TalHy.

3arnpemaeTcs HCIoTb30BaHHe 00JIAYHBIX CEPBUCOB JUIS IIEPEIadi MaTEPUAIOB JIMYHOTO XapaKkTepa,
(hoTo-, BUJICO- MM HHOM HH(OPMALH, HE OTHOCIIIENCS K AeaTenspnocTr O6mecTsa.

B nensax 5KOHOMHHU JIMCKOBOTO IIPOCTPAHCTBA II0JIB30BATENH [IPOBOAT MIEPECMOTP MH(DOPMALIUH,
HAXOJAIIEHCS B HCIONB3YEMBIX HMH JHPEKTOPUSX OONaYHOTO XpaHHIHUIIA, W YHAAISIOT
HHPOPMAIIMIO, ITOTEPSBIIYIO CBOIO aKTYaJIbHOCTh M YTPATHBILIYIO CBOIO IEHHOCTE JIJIsl BLITOTHEHHS
ciyxeOHbIX 3a/1a4. [lepecMOTp 10TKEH IPOBOAMUTLCS HE peXke 4eM OJMH pa3 B TOI.
[IpescTaBuTENsIM KOHTpAreHTa 3alpeliaeTcs HnepenaBath (Gailibl, MOIyYeHHBIE Yepe3 00JauHbIe
CEPBHUCEI, JIMLaM, HE HMEIOIIUAM JOCTYNa K COOTBETCTBYIOIIEH MUPEKTOPHH HIIH IPOEKTy. Takxke
3anpeniaeTcs nepejaya ayTeHTUPUKALMOHHBIX TaHHBIX K 06JIaYHOMY CEpBHCY TPETHHM JIHLAM.

B cirygae u3mMeHeHUs IOIDKHOCTHBIX 00S3aHHOCTEH WIIH YBOJIbHEHUS IIPEJICTABUTENS KOHTPAreHTa
ero y4é€rHas 3aluch B 00JIaYHOM CepBUCE HE3aMEIMTUTENHHO OOKHPYETCS.

Tpebosanus 1o 3amuTe OT BPEAOHOCHOr0 MPOrPAMMHOI0 00ecnedenust

Bce cepeepsl u pabouue CTaHIMM KOHTPareHTa, ¢ KOTOPBIX OCymlecTBiserTcs moctym k UT-
uHpacTpykType O6mecTBa, IPOM3BOAUTCS XpaHeHue u obpaboTka maHHbX O6IIECTBa, a TaKKe
UHBIE CHCTEMBI, 3aJeHCTBOBAHHBIC JUISl BBHIIOITHEHHSA PabOT 1O JOrOBOPHBIM 00s3aTebCTBAM
¢ OBmecTBOM, TODKHEI OBITH OCHAIEHBI aHTHBUPYCHEIM 110,
HomyckaeTcss HMCHOTB30BAHUE TOJBKO JIMIECH3HOHHBIX AQHTHBUPYCHBIX CPECTB, JETHTHMHO
3aKyIUIEHHBIX Y ITOCTABIIMKOB TaKMX IIPOrPAMMHEIX U IIPOrPaMMHO-AIIapaTHEIX KOMILIEKCOB.
AntusupycHoe 10, ucnonp3yemMoe KOHTPareHTOM, JODKHO BCErjJa UMETh aKTyaJIbHBIC BEPCHH
AHTUBUPYCHBIX 0a3 M IPOrpaMMHBIX MOJyJICH. YCTaHOBJICHHEBIC 3AIUTHBIC PELICHUS MODKHEI
IOJIy4aTh OOHOBJIEHUS U3 IOCTOBEPHBIX HCTOUYHUKOB HE PEXKe TPeX pa3 B J€Hb.
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3.8.4.

3.8.5,

3.8.6.

e 08

3ol

354

3.9.3.

3.94.

3.10.

3.10.1,

3.10.2.

3:10.3

3.10.4.

3.10.5.

3.10.6.

3ampenraercss 9aCTHYHOE MJIM MOJIHOE OTKIIHOYeHue anTtuBupycHoro 10 (BeIKITIOYEHHE MOMIYIIEH,
OTKJIFOYEHHE 3alUTHl, 3aBepIIeHHe PaboThl IPOrpaMMBbI U T. J1.). Takke 3ampemaercs H3MEHEHHE
KoHurypauuu antuBupycHoro I1O, mnpuBojsmiee K CHIDKEHHIO YPOBHS o0ecnedeHus
uHpopManuoHHO# Oe3zomacHocTH. HacTpoWKH aHTUBHUPYCHBIX PELICHUI OIDKHBI BKITIOYAaTh
SBPUCTHYECKHE M CHUTHATYpPHBIE METObI OOHAPYKEHUsI, aBTOMATHUYECKOE JICYCHUE 3apakKEHHBIX
00BEKTOB, IIPOTOKOIUPOBAHHE COOBITUN.

He pexe omnoro paza B He[emO HOMKHO MPOM3BOJUTHCS aBTOMATH3UPOBAHHOE aHTHBHPYCHOE
CKaHMPOBAHUE BCEX CEPBEPOB M pabOYMX CTAHIMH KOHTparenTa.

[Ipu obmapyxenuu BpemonocHoro [IO mim npyrux npusHakoB umHuuaeHta Wb Ha cucremax,
ucronb3yeMpix B padore ¢ JIBC O6miecTBa, a Takke XpaHAIIMX W 00padaThIBArOMIUX JaHHEIE
O6mecTBa, KOHTpareHT 00s3aH:

npouHpopmuposats Y Ub;

MPEKPATUTh UCIIONB30BAHUE 3aPAKEHHOH CHCTEMBI (OTKITFOYUTh KOMITBIOTEP OT CETH);
IPOUH(POPMUPOBATH HEMMOCPEICTBEHHOTO PYKOBOIUTEIS.

TpeboBanus K BbINOJHEHHIO padoT Ha ceTeBoil nHGpacTpykType Odmecrsa

Co3jlanuie HOBBIX CETEBBIX COCIMHEHMH (IIOJKIIOYEHHH) MEXKIY CEIMEHTAMH CETH M yCTaHOBKa
ceteBoro obopyoBanus 6e3 cornacosanus ¢ YHUB 3anpeniena. MeToip ceTeBOT0 B3auMOIEHCTBUA
C BHEIIHUMH CETSIMU AOJIKHBI ObITh cornacoBaHbl ¢ YVbB M oTpakeHbl B IIPOECKTHOM, a TaKxke
B paboyeit JOKyYMEHTAlHH.

Bcee TenekoMMyHUKaUHMOHHOE 000pyIOBaHUE NOJDKHO HAXOAMTHCS B BBIIEIECHHBIX 3alllUINAaeMbIX
IIOMEIICHUAX MM TEIEeKOMMYHHMKAllMOHHBIX IMKadax, 000pyHOBaHHBIX B COOTBETCTBUH
¢ TpeboBanusaMu o ¢usmyeckod OesomacHocTH. Bee Hemcnonb3yeMmble UHTep@eicHble NOPTHI
KOMMYHUKAIHOHHOIO 000PYI0BaHMS JIOJDKHBI OBITH OTKIHOYECHHBIL.

Bcee kabenn kabenbHOW CHCTEMBI TOJKHBI OBITH NPONOKEHB! B KOpodax, (ampummorax/moTonKax
UJIM MHBIM CII0COO0M, MCKIIIOYAIOIIMM UX BBIBO HapyKy. Bce KOMMYTAIlMOHHBIE TAHEIH JOJKHEI
GBITB PacroyioKE€Hbl B KOHTpOHpreMBIX 3anfumiaeMbIX  IMIOMEIIEHUAX HIH 3HHHpaeMbIX
A OIUIOMOHPOBaHHBIX IIKadax.

Ha xoMMyTalMOHHBIX MaHESIX JOJKHA HAXOJWThCS MapKUpoOBKa Kabeneld B COOTBETCTBUHU
C TeKymied Tabnuued MNOAKNIOUEHHH M cOeuHEHUH. TeleKOMMYHHKAIMOHHOE 000pyI0BaHHE
JIOJDKHO OBITH MPOMapKUPOBAHO (HampHUMep, HaKJICHKaMU Ha Nepe/iHeH IaHen) TakuM o0pasoM,
9TOOBI €r0 MOYKHO OBUIO OJIHO3HAYHO UACHTH(GUIUPOBATh, HAIIPUMED, 10 HHBEHTAPHOMY HOMEDY.

Tpebosanusa k 06paboTKe mMepcoHAJBLHBIX JAHHBIX

[lepemaya (mocTym) NEPCOHATBHBIX JAHHBIX OCYIIECTBISIETCS B TIOPSZKE, YCTaHOBICHHOM
BHYTPEHHUMH AokymMeHTamu OOIiecTBa, B COOTBETCTBHU C JCHCTBYIOIIMM 3aKOHOAATEIIECTBOM,
periaMeHTHPYIOMKUM 00paboTKy NepCOHANBHBIX JIAHHBIX.

JlocTyn K cucreMam, COAEpiKallMM [IEPCOHANBHBIC JAaHHBIC, IPEIOCTABISICTCS 110 COIIACOBAHUIO
¢ paOOTHHUKOM, OTBETCTBEHHBIM 3a JaHHyI0 cucremy, H YUDB. 3ampoc mocTyma ocymecTBIiseTcs
IIyTEM HaIpapiieHUs 3asBKUA uyepe3 cucremy Service Desk wnm cinyxebno# 3anucku B C3OJ]
DIRECTUM ot pabortauka Ob6rmiecrsa, OTBETCTBEHHOTO 3a B3aUMOJICACTBUE ¢ KOHTPAreHTOM.
Hocrynn K cucTeMam, COIepIKallliuM IIepCOHAIbHBIE HaHHBIE, MPEIOCTaBISIETCs B COOTBETCTBHH
C IPUHIMIIOM MHHHUMAQIBHBIX NpHUBUIEIHH (OTCYTCTBHEM H30BITOYHOCTH IIpaB JIOCTYIIA)
Ipy HATHYUH MOTHBHpPOBaHHOrO obocHoBanus. OO60CHOBaHHME [OCTyHa MAODKHO BKIIIOYAThH
OIIUCAHME IOCTABJIICHHOM 3a/1a4H, €€ Pery/sIpHOCTE, a TAKXKe IIpeciielyeMbIe LIEH.

3ampeniaercss KOMMpPOBaHWE H3OBITOYHBIX JJIS PEMICHHs BBIMTOTHAESMOW 3adadl MEPCOHATBHBIX
JJAaHHBIX B JIOKAIbHBIC XpaHUIHUINA (HOCUTEIA HH(POPMAIIUK).

ITocne oxoH4anuss paboTBl €O CKONUPOBAHHBIMH NEPCOHATBHBIMH  JaHHbIMH (TGO
IIPH IPUOCTAHOBKE pPabOThl Ha [UIMTENBHBIA CPOK) CKOIIMPOBAHHBIE JIAaHHBIE MIOJDKHBI OBITH
YAaNeHbI U3 JIOKATEHOIO XPaHUITUINA.

3anpenaercss XpaHeHue u 00paboTka IEPCOHANBHBIX MAaHHBIX M3 cucTeM, Bxozusmux B MT-
uHppacTpykTypy OOniecTBa, Ha CUCTEMBI, He MpuHALIeKamue OOMEecTByY, B TOM YHCIIC HA JIAYHEIE
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HOCHTEIH HHGOPMAIHU U 00JIaYHBIE CEPBUCHI, 32 HCKIIOYEHHEM CIIyJaeB, COriacoBaHHBX YUB,
KOT/Ia TAKUE CEPBHUCHI COOTBETCTBYIOT TPEOOBAHUSM 3aKOHOIATEILCTBA.

3.10.7. 3anpemaercs IMIIOPT NEPCOHATBHBIX JaHHEIX B IpyTHe cUcTeME] Oe3 cormacoBanus YD, a takxke
BJIafieNbla aKTUBA, B KOTOPOM XpaHATCs U 06pabaTsBarOTCs JaHHbIE Ha TEKYIIHA MOMEHT.

3.10.8. 3anpemaeTcs 3710ynoTpedIATE BOZMOXKHOCTHIO I0CTYIIA K IEPCOHATBHBIM JaHHBIM M HCIIOJIb30BaTh
WX B JINYHBIX Ie/IAX. B cityuae oOpammenus TpeThuX JIUI] ¢ mpockbamu 0 JOCTyIIe K ePCOHATBHBIM
JaHHBIM HeoOxoaumo npouHpopmuposats YUB.

COT'JTIACOBAHO:
(oY 0B

[TaBHEBIH HHKEHED A JO. Cugopenko

3aMecTHTED TEHEPAIBHOT'0 JUPEKTOpa
I10 IIPpaBOBBIM H KaJIpOBBIM BOIIpOCaM

I"naBHBI# METPOJIOT- A—LL/
Hauvansruk [IKUIIHA A.B. Kanaues
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[punoxenune

K PernmamenTy ucnonp30Banus
MH(QOPMaIIHOHHBIX PECypPCOB
AO «Kemuremmexuit
MEJIE3TIEKTPOIUTHELA 3aBOJI)

Orosopka mis BKIF0UeHHs B 10r0BOPBI AO «KbIITBIMCKHIE MEIe3IeKTPOIHTHBIA 3aBOIY :

Vcronewtens’ 06513aH BBIIONHATE TPeOOBAaHHsS PermaMeHTa HCIONb30BAHHS HH(OPMALIHOHHBIX
pecypcoB AO «KbIITEIMCKHE MeI€aIEKTPONUTHEIA 3aBO» (laiee — PernameHT), pasMEmEHHOro Ha
odummansHOM caiite 3akasdauka’: https://kmez.ru. CTOpoHEI PYKOBOJICTBYIOTCS pefakuueit Permamenra,
JNEHCTBYIOIIEH Ha MOMEHT 3aKiodenus JIorosopa / IONONHHTENIEHOTO coramenus k Jlorosopy*.

ITonnvceiBas HacToAmuM Forosop (cornammenue), VCIomHUTE s TOATBEPKIAET, YTO O3HAKOMHJIICS C
TeKCTOM PeriameHnTa IONHOCTBIO, TpUHHMaeT Ha cebs o00s3aTenbeTBA, KOTOpHIE OTHOCATCS K
06s13aTeNbCTBaM KOHTPAareHTa B COOTBETCTBUH ¢ Permamentom. Taxoke ICIONHUTENb TOATBEPIKIAET, ITO
COIJIACCH C YCJIOBHAMH 00 OTBETCTBEHHOCTH, IIPEAYCMOTPEHHBIMH PeriaMeHTOM, CUMTAaeT WuX
COpa3sMepHBIMHU H HE HAapYIIAIOUIMMH €TI0 [IpaBa U 3aKOHHBIE HHTEPECHL.

B ciyuae napymenus VcnonauteneM o6sA3aHHOCTEH, IpeaycMOTPEHHBIX PernamentomM, 3akasuuk
BIIPABE IPUMEHHTH K VICIIOIHHUTEMO OTBETCTBEHHOCTD, YCTAHOBJIEHHYIO PeriaMenToM.

! Hacrosmas oroopka o0s3aTeibHa JUIA BKIIOUEHHS BO BCE IOOTOBOPEI, & TAKKE B COIMMMamIeHHs O KOH(pHASHLIHATLEHOCTH,
CTOPOHOH KOTOPBIX ABIAETCA AKLMOHEPHOE 00mecTBO «KBIMTRIMCKHIT MeNeaIeKTPOIHTHBIH 3aB01» . JOrOBOPHI, COTIIAMIEHHS,
3aKMI0OYEHHBIE IO Hawaia JAelCTBUs PernamenTa, 0/xHBI OBITh IOMOTHEHE! YKa3aHHOM OTOBOPKO# MTOCPENICTBOM 3aKTIOYEHHS
OTAENLHOTO JOTONHATENEHOTO COMAIEeH s Wi PH OQOPMIEHHH 0YepPeAHOTO TONONHHTEIFHOTO COIVIAMIEHHA K IOTOBODY.
? HauMeHOBaHHe KOHTPareHTa IPUBOIMTCA Tak, Kak yKa3aHO B IOrOBOpE (HCTIONHHTEIb, MOJPATIHK, TIOCTABIIHK H T. I.).
* HaumenoBanue OGMIecTBa PHBOAMTCS Tak, Kak yKa3aHO B IOTOBOPe (3aKa39HK, MOKYIIATeNb 1 T. o).
* Cnemyer ykasath JIOroBOp Wi IONONHHUTENBHOE cornairenue k JIOroBOpy B 3aBHCHMOCTH OT TOTO, B Kakoif JIOKYMEHT
BKJFO4€HA OTOBOPKa.
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